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Zamykani v kernelu

* Dnesni kernel je multitaskovy (samozrejme)
* Potreba zamykat

— konkurence
— reentrance

* \Vysledek procesu bez poradného zamykani se
nazyva ,Race condition®

* Problemy preemptivniho planovani a SMP
(symmetric multiprocessing) oproti UP (uni-
processor)
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* Priklad race condition

Instance 1 Instance 2

read verv_important_count (3)

read verv_important_count (5)

add 1 (6)

add 1 (6)

write verv_important_count (6)

write verv_important_count (6)
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e Jak tomu predejit??

— pouzivani atomickych operaci

e atomic tv;

e atomic_set(&v, 5); [* v =5 (atomically) */

* atomic_add(3, &v); [* v =v+ 3 (atomically) */
e atomic_dec(&v); [*v =v-1 (atomically) */

* printf("This will print 7: %d\n", atomic_read(&v));
- Pouzivani synchronizacnich primitiv
- Lockless data acces
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e SynchronizacCni primitiva - zakladni
- Spinlocks
- Semaphores
- Mutexes

e Ostatni

- Reader/Writer Locks
- Big-Reader Locks

- The Big Kernel Lock
- Completion variables
- Memory Barriers



Zamykani v kernelu

e Spinlock
- include/asm/spinlock.h a include/linux/spinlock.h
- zamek vlastneny jednim procesem
- aktivni cekani
- neni rekursivni (deadlocky, kdyz to zkusite)
- zakladni uziti (i na SMP)
spinlock_t mr_lock = SPIN_LOCK_UNLOCKED;
unsigned long flags;
spin_lock_irgsave(&mr_lock, flags);

[* critical section ... */
spin_unlock_irgrestore(&mr_lock, flags);
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e Spinlock
- Totéz jako na predchozim slidu na UP

unsigned long flags;
save flags(flags);

cli(); //zakazat interrupty
/* critical section ... */
restore_flags(flags);
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e Spinlock

- Totez na UP, ale nesmely byt pred tim zakazaneée
interrupty (nebudou obnoveny)

spinlock t mr lock =

SPIN _LOCK_ UNLOCKED;
spin_lock irg(&mr_lock);

/* critical section ... */
spin_unlock irg(&mr_lock);
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e Spinlock

- Pokud vime, ze jsme v user-context kernel code
(e.g., a system call)
* spin_lock()
* spin_unlock()
- Bottom halves spin locky (BH je stary nazev pro
softirq)
* pokud mame kod vné softirg a muze byt pouzit i uvnitf
softirq
* spin_lock bh()
* spin_unlock _bh()
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e Spinlock
- Mohou se pouzit kdekoliv
— Aktivni cekani
* nemely byt okolo delSich sekci
* nic co ma spinlock by nemelo zavolat sleep

- Na zamykani delSich sekci jsou lepSi semafory a
mutexy

- Na multiprocesorech jsou nekdy jedinym resenim
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e Semaphory

- Include/asm/semaphore.h
- struct semaphore, obsahuje wait queue a count
- sema_init(), inicializace
- pouziti
* down_interruptible(), dekrementuje count

- if (nova hodnota < 0), proces je zafazen do wait queue
- pokud prijde signal, je vraceno EINTR, a semafor neni zamc€en

* up()

- pokud je nova hodnota vétsi nez 0, jsou probuzeny Cekajici proc
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e Semaphory

- pouziti

* down(), podobné jako down_interruptible
- dava volajiciho do spanku, kdy ignoruje signaly

* down_trylock()

- piklad

struct semaphore mr_sem,;

sema_init(&mr_sem, 1);  /* usage countis 1 */

if (down_interruptible(&mr_sem))

[* semaphore not acquired; received a signal ... */

[* critical region (semaphore acquired) ... */
up(&mr_sem);
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* Mutexy

- nejsou implementovany jako semafory (drive byly)

- Jsou o0 neco mensi (asi 0 4 byty na nekterch
architekturach), lepsi pro cachovani na procesoru

- Hlavni rysy
* Jen jeden proces muze drzet zamek
* jen vlastnik ho muze odemknout
* nekolikanasobné odemceni je zakazano

e task nemuze skoncCit, pokud ma mutex
* mutexes nemohou byt pouzity v irg contexts
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* Mutexy
- Pouziti
* DEFINE_MUTEX(name);
* mutex_init(mutex);
* void mutex_lock(struct mutex *lock);
* int mutex_lock_interruptible(struct mutex *lock);
* int mutex_trylock(struct mutex *lock);

* void mutex_unlock(struct mutex *lock);
* int mutex is_locked(struct mutex *lock);
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e Completion Variables

- Pouzivane podobné jako semafory

- Jeden nebo vice procesu ¢eka na dokonceni
nejake prace na completion variable, kdyz je prace
dodelana, jsou probuzeni

- Je reprezentovan completion type,
linux/completion.h

- pouziva je treba vfork() na vzbuzeni otce
- 2777
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e Reader/Writer Locks

- semafory a spinlocky poskytuji RW formu

- klasicky, miuze byt mnoho ¢tenaru, ale jen jeden zapisovatel

rwlock t mr_rwlock = RW_LOCK_ UNLOCKED; struct rw_semaphore mr_rwsem,;
read lock(&mr_rwlock); init_rwsem(&mr_rwsem);

/* critical section (read only) ... */ down_read(&mr_rwsem);
read_unlock(&mr_rwlock); [* critical region (read only) ... */
write_lock(&mr_rwlock); up_read(&mr_rwsem);

[* critical section (read and write) ... */ down_ write(&mr_rwsem);

write _unlock(&mr_rwlock); [* critical region (read and write) ... */

up_write(&mr_rwsem);
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* Big-Reader Locks

- Include/linux/brlock.h
- jsou velice rychlé pro synchronizaci readeru
- jsou velice pomalé pro synchronizaci writeru

br read lock(BR_MR_LOCK);
[* critical region (read only) ... */
br read unlock(BR_MR_LOCK);
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* The Big Kernel Lock

- puvodné z kernelu 2.0, jako jediny SMP lock

- melo by se mu co nejvic vyhybat, v kernelu 2.6 by
mel byt jen minimalne

- je to rekursivni spinlock

- proces v ném muze usnout nebo zavolat scheduler

lock_kernel();
[* critical region ... */
unlock_kernel();
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* Preemption control

- Od 2.5 je kernel preemptivni, s tim muze nékdy
nastat problem

- mohou se pouzit

* preempt_disable()
* preempt_enable()
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e Jak a kdy co pouzivat

- Podle aktualniho kernelu (! ale vSe by mélo chodit
vsem, takze vse by se melo psat korektne)

* kernely se lisi podle toho jak byly kompilovany
* CONFIG_SMP # pro viceprocesory

* CONFIG_PREEMPT # kompilovat kernel jako
preemptivni

- pokud jsou obé vypnuté, nesjou potreba spinlocky
- pokud je zapnuté jen CONFIG_PREEMPT spinlocky jen
zabranuji preempci
- Podle toho, odkud muzeme k datum pristoupit

* z user-contextu (syscally), z timeru, softirq,
hardirq,taskletu
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e Jak a kdy co pouzivat

- Pokud se k datum pfistupuje jen ze syscallu, mél;
by byt pouzity mutexy nebo semafory
* pouzivat down_interruptible(), aby nebyl problém se
signaly
- Pokud datova struktura muze byt pristupovana ze
softirq handleru a syscalu
* syscall muze byt pferusen softirq
* kriticka sekce muze byt pfistupovana z jiného CPU
e pouzit spin_lock_bh(), zakaze softirq a zamkne zamek
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e Jak a kdy co pouzivat

- Pokud datova struktura muze byt pristupovana z
handleru timeru a syscallu
* timery jsou volan ze sotirq
e pouzit spin_lock_bh(), zakaze softirq a zamkne zamek
- Pokud datova struktura muze byt pristupovana ze
taskletu (dynamicky softirq, vzdy jeho handler béezi
jen na jednom CPU) a syscallu
* tasklet je volan ze sotirq
e pouzit spin_lock_bh(), zakaze softirq a zamkne zamek
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e Jak a kdy co pouzivat
- stejny tasklet/tasklet

* nemuze nastat ani na multiprocesoru
e pouzit spin_lock_bh(), zakaze softirq a zamkne zamek

- tasklet/jiny tasklet, tasklet/timer

* spin_lock(), neni potfeba spin_lock_bh(), protoze jsme v
taskletu a nic jiného na tomhle procesoru nepobézi ?77?

- stejne softirg/softirg

* spin_lock(), spin_unlock()
- ruzdné softirg/softirq

* spin_lock(), spin_unlock
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e Jak a kdy co pouzivat

- hardirg a softirq,

* spin_lock irq(), zakaze interrupty na danéeém CPU
- na UP to vpodstaté jen pouzije local_irq_disable()
e spin_lock_irgsave(), spin_unlock_irgrestore()

- hardirqg a hardirq

* spin_lock _irgsave()



e Shrnuti (Minimalni pouzitelne synchronizacni
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primitivum pro kombinaci X Y)

| IRQ Handler A

‘IRQ Handler B |Sc:ftj.rq A |Sc:ft.i.rq B |Tasklct A |Tasklct B |Ti.mer A ‘Tj.mcr B |Uscr Context A

|Uscr Context B

|IRQ Handler A |Ncme

|IRQ Handler B |spi.11_lcnck_i.rqsave(} ‘Nnne | | |

|
|
‘sphl_lc:ck_i.rq |spi.11_lc: cle() | | |
|
|

| | | |

| | | |
Softirg A spin_lock_irq() 0 | | | |
|Scaftj.rq B |spi.11_lcnck_i.rq[} ‘sphl_lnck_irq(} |spi.n_lcar:k() |spj.11_Lcnck(} | | ‘ | |
|Tasklet A |spi.11_lcn cl_irq() ‘sphl_lnck_j.rq(} |spj.n_ln cki() |spj.11_Lc:ck(} |Ncnne | ‘ | |
|Tasklet B |spi.11_lc:ck_i.rq[} ‘sphl_lc:ck_i.rq(} |spi.n_lc:ck[) |spj.11_Lc:ck(} |spi.n_lc:ck[) |Ncmc | ‘ | |
|Ti.mer A |spi.11_lcn cl_irq() ‘sphl_lnck_irq(} |spi.n_lca ck() |spj.11_Lcnck(} |spi.n_lca ck() |spj.11_lcnck[} |Ncnne ‘ | |
|Tj.mer B |spi.11_lcar:k_i.rq[} ‘sphl_lnck_j.rq(} |spj.n_lnck(} |spj.11_Lc:ck(} |spj.n_lnck(} |spj.11_lc:ck(} |5pj.11_lc:r:k[} ‘Nnne | |
|User Context A |spi.11_lc:ck_i.rq[} ‘sphl_lc:ck_i.rq(} |spi.11_lc:ck_bh[} |spj.11_Lc:ck_bh[} |spi.11_lc:ck_bh[} |spj.11_lc:ck_bh[} |spi.11_lc:ck_b11[} ‘sphl_lc:ck_bh[} |Nc:11c |
|User Context B |spi.11_lcnck_i.rq[} ‘sphl_lnck_irq(} |spi.n_lcnck_bh[} |spj.11_Lcnck_bh(} |spi.n_lcnck_bh[} |spj.11_lcnck_bh(} |spi.11_lcnc]-:_bh(} ‘sphl_lnck_bh(} |dcaw11_i.11tenuptible |Ncme
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* Memory barriers

- Jde o synchronizaci pristupu do pameti

CPU 1 —L J CPU 2
MEMORY

Device (e.g Sitovka)
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* Memory barriers

- Jde o synchronizaci pristupu do pameti

* jeden CPU zmeéni data druhému
- CPU 1 CPU

- {A==1;B==2}

-A=3; X =A;
- B =4 y = B;
* Vysledky, ktere jsou mozne
- x==1,y==
- x==1,y==
- x==3,y==

— X::::3,y::=

CPU 1

CPU 2

—L MEMORYJ

Dev

ice (e.g Sito

vka)
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* Memory barriers

- Jde o synchronizaci pristupu do pameti
* Pristup na device pres data a adress registr

- *A = 5; /[ nastavit adres registr na 5

- x ="D; // do x prescist data na adrese 5 (v data registru)

* VVysledek
- STORE *A=5,x=LOAD *D
- x=LOAD *D, STORE *A =5

CPU 1

1

MEMORY

CPU 2

|

Dev

ice (e.g Sitovka)
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* Memory barriers
- cil : garantovat poradi pfistupu do paméts

- Pozadavky, ktere se kladou na system, aby MB
fungovali:

* Na kazdéem CPU jdou Memory access za sebou jak maji
* Nektere dalsi predpoklady

- Nezavislé data accessy mohou byt preuspozadany libovolné
- X="*A;Y =*A + 4); muze dopadnout libovolnou z nasleduijicich
variant
e X=LOAD *A; Y = LOAD *(A +4);
e Y=LOAD *(A +4); X=LOAD *A;
e {X,Y}=LOAD {*A, *(A +4) };

- http://kerneltrap.org/node/6431
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* Memory barriers
- Typy barrier

* Write (or store) memory barriers

- vSechny STORE operace pred barierou budou provedeny
(budou viditelné) dfive nez vS8echny STORE za barrierou

* Data dependency barrier
- Pro pfipady typu X = &Y; Z = *X;

- zajistuji, ze to, co je na pozici kam ukazuje X bude updatovano,
nez to zkusime Cist.

* Read (or load) memory barrier

- DDB a a garance, ze vsechny LOAD pred barrierou budou videt
dfiv nez ty za barrierou

* General memory barriers
- vSe pred bude vidét driv nez vSe za barrierou
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* Memory barriers

— Co od nich nejde Cekat

* Nic negarantuje, ze memory accessy pred barierou
budou dokoncené ve chvili dokonceni MB

* Nic negarantuje, ze MB na jednom CPU bude mit primy
vliv na data na jiném CPU (viz priklad pozdéji)

* Neexistuje garance, Zze NECO JINEHO NEZ
PROCESOR prerovna pristupy do paméti (jiny
hardware)
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* Memory barriers

- Priklad
- CPU 1 CPU 2

- {A==1,B==2,C=3,P==8A,Q==&C)

- B =4;

- <write barrier>

- P=&B

- Q=P;
= D =*Q;

* co kdyz CPU 2 uvidi zapis do B pozdégji nez zapis do P?
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* Memory barriers
- Priklad

- {A==1,B==2,C=3,P==8A Q==&C}

- B=4;

- <write barrier>

- P=&B

- Q=P;
- D =*Q;

* co kdyz CPU 2 uvidi zapis do B pozdégji nez zapis do P?
 (Q==&A)implies (D == 1)
* (Q==&B) implies (D ==4)

* Ale taky (to pry realne je, tfeba na Alphach)
e (Q==8&B)and (D == 2)
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* Memory barriers

- Reseni
- CPU 1 CPU 2
- + oSS oo oo oSS —=—=—=—=
-+ {M[0]==1,M[1]==2,M[3]=3,P==0,Q==3}
-+ M]=4
- + <write barrier>
-+ P=1
-+ Q="p;
- + <data dependency barrier>
- + D = M[Q];

— Obecne bariery se paruji (W/DD, W/R, ALL/ALL)
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* Memory barriers

- Implementace

 Compiler barriers
- barrier();, obecna bariera
* CPU memory barriers

- general mb() , wmb(), rmb() - RW/barriers,
read_barrier_depends() - data-dependency barrier.

- Maji i SMP varianty smp_xxx(), které neco délaji jen na SMP
* MMIO memmory barriers

- pro memory- mapped operace write
- mmiowb();
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* Memory barriers

— Implicitni memmory barrier
* vpodsté pomoci zamku
e zamky viz drive.

- *A = a;
- *B = b;
- LOCK
- *C =c;
- *D =d;
- UNLOCK
- *E=e;
-*F=1
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* RCU, Read Copy Update,

- lockless data acces

- da se s ni predejit READ zamku

* tedy WRITERS musi byt schopni je ménit ,tak, aby to
nevadilo®

- new->next = list->next;
- wmb();
- list->next = new;
* Odpojeni jeSte jednodussi
- list->next = old->next;
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* RCU, Read Copy Update,

- Kdy muzeme zlikvidovat odpojeny element

* Problematické

* Ve knihovné list include/linux/list.h je funkce call_rcu()
- pro registrovani funkce, ktera to zlikviduje, az skonci vsSichni
readri
- Pozna to, podle toho, ze si readri zamykaji
* rcu_read_lock()

* rcu_read_unlock()

- nemohou u toho usnout, pokud se preplanovava, muze se
zavolat callback procedura

* http://www.kernel.org/pub/linux/kernel/people/rusty/kernel-locking/x490.html


http://www.kernel.org/pub/linux/kernel/people/rusty/kernel-locking/x490.html

Zamykani v kernelu

e Konec
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 Odkazy

- http://'www.kernel.org/pub/linux/kernel/people/rusty/kernel-locking/
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iInuxjournal.com/article/5833
iInuxjournal.com/article/5600
trap.org/node/6431 mem bar
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